
The SOFEI Group, Inc. (4723)
To: Employment Counselor
Date: 10/18/2024

is now hiring!

48084

Troy, MI, 48084

 

Security Manager (Remote Position)

Benefits: Candidates on temporary assignment may qualify for our
competitive benefits package which includes group health, life and
disability insurance and voluntary benefits such as retirement
savings and holiday pay.

Salary range: $160000.00 to $200000.00 yearly
Employment status: Permanent

Description

We are offering an exciting opportunity for a Security Manager to join our team in Troy, Michigan. The Security Manager will play a pivotal
role in our organization, ensuring the safeguarding of our assets, employees, and operations. This role is engaged in a diverse range of
functions including managing access control, utilizing Cisco technologies, firewall technologies, IDS, and IPS, and ensuring adherence to
cyber security policies and strategies.

Responsibilities:
• Develop, implement, and manage security protocols and procedures to protect the organization from internal and external threats
• Utilize Cisco technologies for the establishment and maintenance of secure networks
• Implement and manage firewall technologies to protect data and network infrastructures
• Utilize Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) to identify and prevent potential security breaches
• Conduct regular audits and vulnerability assessments to identify potential areas of improvement in the security infrastructure
• Develop and implement cyber security strategies and policies to ensure the organization's digital assets are protected
• Oversee authentication processes to ensure only authorized individuals can access certain information and systems
• Collaborate with the DevOps team to integrate security measures into the development and operation of software and systems
• Ensure compliance with NIST 800-53 security controls and standards
• Maintain up-to-date knowledge and certification in CISSP (Certified Information Systems Security Professional) for effective management
of the organization's security infrastructure.

Requirements

• Must possess a minimum of 7 years of experience in a similar role.
• Proficiency in Access Control and Cisco Technologies is required.
• Should have experience with Firewall Technologies, IDS, and IPS.
• Must have hands-on experience in Auditing and Authentication.
• Familiarity with DevOps processes is essential.
• Should possess a deep understanding of NIST 800-53 and Vulnerability Assessments.
• Must have the ability to conduct audits related to network security.
• Should have a strong background in developing and implementing cyber security strategies and policies.
• CISSP certification is mandatory.
• Must have excellent communication and leadership skills.
• Proven experience in managing a team of security professionals is required.
• Must be able to handle security incidents and provide timely solutions.
• Ability to stay updated with the latest security trends and technologies is needed. 
• Must be willing to work flexible hours and be available for any security emergencies.

Technology Doesn't Change the World, People Do.®

Robert Half is the world’s first and largest specialized talent solutions firm that connects highly qualified job seekers to opportunities at great
companies. We offer contract, temporary and permanent placement solutions for finance and accounting, technology, marketing and
creative, legal, and administrative and customer support roles.

Robert Half works to put you in the best position to succeed. We provide access to top jobs, competitive compensation and benefits, and
free online training. Stay on top of every opportunity - whenever you choose - even on the go. Download the Robert Half app and get 1-tap
apply, notifications of AI-matched jobs, and much more.

All applicants applying for U.S. job openings must be legally authorized to work in the United States. Benefits are available to
contract/temporary professionals, including medical, vision, dental, and life and disability insurance. Hired contract/temporary professionals
are also eligible to enroll in our company 401(k) plan. Visit roberthalf.gobenefits.net for more information.

© 2024 Robert Half. An Equal Opportunity Employer. M/F/Disability/Veterans. By clicking “Apply Now,” you’re agreeing to Robert Half’s
Terms of Use.

Apply Here For Job Posting

 

https://www.roberthalf.com/us/en/mobile-app
https://roberthalf.gobenefits.net/
https://www.roberthalf.com/us/en/terms
https://www.roberthalf.com/us/en/terms
https://www.roberthalf.com/us/en/job/troy-mi/security-manager/02220-0013088074-usen?utm_source=EY&utm_medium=referral&utm_campaign=talent_outreach


Please contact Ernst & Young at 866-834-5115 with any questions. Thank you for your assistance.

This Job Posting will expire in 10 days.

 


